CMU Computer Club Talk Series

Public Key Cryptography and PGP



RSA

* Published in 1977 by Rivest, Shamir, Adleman

» Based on difficulty of factoring, and finding
roots modulo composite numbers

Secret key: Two prime numbers, p, q
Public key: Product pg
Message: m

Encryption: m® mod pq
Decryption: mYe ™4 ®HED mod pg



State of Internet Security in 1991

Basically nothing
No encryption
No https

No SSL

No ssh

Many exploits



It's dangerous to go alone, take this!

PGP

First version in 1991
Version 2.0 in 1992




Version: 2.0

sFR6e5RWkQEIbgZBWKFvaP6gyND1GuUsZFnwOezKxC3pPM8wdm/ T2mUzwOzBygBYy
ZbuJ800aWyijAWUutscSemxXcTnIS5Fro6Lcke/Cuh8p0SuvuC4xImI4agpQgGBRMs
ezYXNHY2H1YFn9t5ViM+0eUgwMiCxX+I4vm01lJZpdgXh9lppMnmeCCwkD1Q6ECWI
cToMCkaEzfz2MpNAY6Ggf1 IUOMRHMt vExA2afKcKyNQzMDdpMi fK+2ZmX9/k9Pcbo
SJVIUCX/ jpxJNPESFNm7szDCtBhvegk002fkafPk9XhRaeR+f5INPBJhw+L+VYKO
JuMQb4AwbgFOfvdN/gaVpoe9Abdz 72pP638FLSMBWG+vwIKt f2rfi0L3yug+zy264
PZy+XJTRAGKsX6fmuGCGa6nQWA/XWVT30DBnml 2xt X504HdFhHe7fZTgnswPc2 /M
NwlZxL6SQTKHCIDAQO62NIWPpKALK7ThUAX7PgjEfNKNNMEHOGDDJy5¢cGTZZLyyN4/9qg
GEfPod9kOE1iV3WQgTQ/FYy2n9£fQ+/xeCzuJAOODRE J5Tu+rDvwRINFF2wdFXLDzG
LB+OQJW2NC1gQuO5NhxkIZgzHaNX1DHRDn6m/ jaSz2nUZ2HJknKH/RBD9765roCV
Pg+C+0zZ2JwlMtyCibsAXpyRG/+LNS7XhJcBJHA==

=eTLS



Version: 2.0

iQCVAWUBP J1RxWfhK324Xx1BAQFdhgP /bdHMgst LCvXG8pGIfc70zgUySzjewx1lT
GU+zi7adzcj4WWrOxsSqgceNyroIMTXpwBOwb10P8kbBzGr+TWI9Kzb+1P /UdMmnHH
qgsZbXAcf3dVUwEPhrgn5XhxXkeomPocAvL0/7VhwHC1lbGPAefvrcKhkAyrSExIP2
1697b7szCelU=

=50N9



PGP Source Code Book




