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RSA

● Published in 1977 by Rivest, Shamir, Adleman
● Based on difficulty of factoring, and finding 

roots modulo composite numbers

Secret key: Two prime numbers, p, q
Public key: Product pq
Message: m

Encryption: me mod pq
Decryption: m1/e mod (p-1)(q-1) mod pq



  

State of Internet Security in 1991

● Basically nothing
● No encryption
● No https
● No SSL
● No ssh
● Many exploits



  

It's dangerous to go alone, take this!

PGP

First version in 1991
Version 2.0 in 1992



  

-----BEGIN PGP MESSAGE-----
Version: 2.0
=eTLS
-----END PGP MESSAGE-----



  

-----BEGIN PGP SIGNED MESSAGE-----

This is a message.

-----BEGIN PGP SIGNATURE-----
Version: 2.0

iQCVAwUBPjlRxWfhK324XxlBAQFdhgP/bdHMqstLCvXG8pGIfc7OzgUySzjewx1T
GU+zi7aJzcj4WWrOxsSqceNyroIMTXpwBOwb1OP8kbBzGr+TW9Kzb+1P/UdMmnHH
qgsZbXAcf3dVUwEPhrgn5XhxXk6mPocAvL0/7VhwHClbGPAefvrcKhkAyrSfxIP2
i697b7szCeU=
=5oN9
-----END PGP SIGNATURE-----



  

PGP Source Code Book


